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Instrukcja

B CZENSTWO NA PLATFORMIE



W zgodzie z najnowszymi protokotami bezpieczeAstwa, podejmujac wszelkie konieczne
dziatania do zapewnienia ochrony danych osobowych powierzonych nam przez
uzytkownikow, stworzylismy trzy nowe, dodatkowe sposoby zabezpieczania kont na
platformie Express DigiBooks.

Poza zapewnieniem bezpieczeristwa platformy na poziomie oprogramowania, w tym uzyciu
firewalli, kontrolowaniu ruchu sieciowego i monitorowaniu podejrzanej aktywnosci w celu
przeciwdziatania atakom hakerskim, dodalismy nastepujace funkcje:

MFA: Multi-factor authentication (Uwierzytelnianie wielosktadnikowe) — metoda kontroli
dostepu do konta. Uzywajgc MFA, uzytkownik otrzymuje dostep do konta tylko po przejsciu
przez proces sprawdzenia tozsamosci.

DIR: Dedicated IP restriction (Ograniczenie dedykowanych IP) — metoda polegajgca na
umozliwieniu dostepu do konta typu School Master lub School Manager ze zdefiniowanych
adresow IP.

MWSQ: Multi-weight security questions (Pytania zabezpieczajgce konto) — metoda
polegajgca na umozliwieniu dostepu do konta typu School Master lub School Manager tylko
po udzieleniu poprawnej odpowiedzi na co najmniej jedno pytanie bezpieczenstwa,
uprzednio zdefiniowane przez samego uzytkownika.

Uwaga: Aktywacja wszystkich 3 funkcji nie jest obowigzkowa. Mozesz aktywowac tylko jedng
z nich.

Aktywacja MFA

By witgczy¢ MFA, skorzystaj z menu panelu sterowania - User Account - My Profile,
a nastepnie wybierz zaktadke Security.
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Wyswietli sie nastepujgca strona:

My Account
a a

EECURITY

Multi-Factor Authentication (MFA)

MIFA can be used 1o Secure your acoaunt by requiring an extra level of authentication in the form of an always changing code.

This Security option réquires an authenticator app that you can install an your phone. There are many authenticatons available in the market,
but we recomment the Google Autherticatar dv and the Microsoft Authernticatar ek

MRS = not active fior your account. To activate it, scan the QR-code bellow with the authenticatar app or enber the secred key marually and

then submit the authentication code
A -
1.

o
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Secret Key: ZG7043YKLEHMEETR

R m

Multi-Weighted Security Questions (MWSQ)

MWSED can be used 1o secure your account by reguirng an extra level of suthentication in the form of personal security questions.

MWED is niat active far your acoount. To activabe it, you will nesd 1o answer 3 o mane of the questions provided bellow.

Guwbon

Wit ks e nEme of your first pet? T

o ﬂ

W nastepnym kroku konieczne bedzie zainstalowanie aplikacji uwierzytelniania.
Rekomendujemy uzycie Google Authenticator i Microsoft Authenticator. Obie mogg byc¢
pobrane poprzez klikniecie przycisku znajdujgcego sie na naszej stronie lub — w przypadku
korzystania z telefonu komdérkowego — wyszukane w sklepie.



MFA can be used to secure your account by requiring an extra level of authentication in the form of an always changing

This security option requires an authenticator app that you can install on your phone. There are many authenticators av
but we recomment the Google Authenticato nd the Microsoft Authenticato

Po zainstalowaniu aplikacji, pojawi sie prosba o jej otwarcie w telefonie i zeskanowanie
kodu QR.

r your account. To activate it, scan the QR-code bellow with the authenticator app or enter
hentication code.

Authentication Code
ACTIVATE

Zademonstrujemy uzycie Google Authenticator na urzadzeniu z systemem Android.
Oto ikona aplikacji: e

A to ekran gtéwny aplikacji:

After you turn on 2-Step Verification for your Google
Account (or other accounts), you'll need

©Or  Your password

ﬂ A code this app will generate for you

Nacisnij Begin (Start).



Add an account

You can add an account selecting one of the
following options:

E Scan a barcode

E3  Enter a provided key

Zostaniesz poproszony o zeskanowanie kodu QR lub wpisanie hasta dostarczonego przez
platforme.

| Secret Key: Q6LAOLSFZFUUORGY | g PROVIDED KEY

ACTIVATE

Wybierz jedng z dwdch metod.




W aplikacji pojawi sie jednorazowe hasto. Nalezy je wpisa¢ w polu Authentication Code,
a nastepnie klikng¢ Activate.

Google Authenticator

s

Account added

484 830

Express Digibooks ’

When you're asked for a verification code, get it here. The
code changes frequently, so no need to memorize it.

ADD ACCOUNT

Secret Key: Q6LADLSF2ZFUUORGY

Authentication Code
ACTIVATE

484830|

Na ekranie pojawi sie wiadomos¢ z potwierdzeniem aktywacji funkcji MFA.

Success
MFA has been activated

v

Funkcje MFA mozesz wyfaczyé, naciskajgc Deactivate — jak na zrzucie ekranu ponizej.
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PROFILE SECURITY

Multi-Factor Authentication (MFA)

MFA can be used to secure your account by requiring an extra level of authentication in the form of an always changing code.

This security option requires an authenticator app that you can install on your phone. There are many authenticators available in the market,
but we recomment the Google Authenticator /e and the Microsoft Authenticator #/e

MFA is active for your account. If you wish to refrieve the secret key and/or the QR-code, click m to receive them in your email.

Authentication Code
DEACTIVATE “-‘__"-l-—_.______-




Aktywacja DIR

By wtaczy¢ funkcje DIR (Dedicated IP Restriction), wejdz do panelu sterowania, a nastepnie
kolejno do School - School Settings = Security = Configure Security Option — jak na zrzucie
ekranu ponizej.
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Showing 1-3 of 3 items.

Setting Description

Search by Description

DESCRIPTION

Multi-Factor Authentication (MFA) is a
method of computer access control in which
a user is granted access only after
successfully presenting several separate
pieces of evidence to an authentication
mechanism

Dedicated Ip Restriction (DIR) access allows
school masters/managers to have access to
their school management panel only through
certain ips addresses

Multi-Weighted Security Questions (MWSQ)
access allows school masters/managers to
have access to their school management
panel, after answering on at least one valid
security question

& Please provide all ip addresses (comma seperated) which are allowed to have access.

Whpisz adresy IP komputerdw, z ktérych masz zamiar uzywac panelu sterowania. Mozna
oczywiscie wpisac wiecej niz jeden adres, np. dla domu i biura. Po wpisaniu adreséw IP
nacisnij Save (Zapisz).

& SECURITY

RESET FILTERS.

ACTION

## Configure Security Option

# Configure Security Option | 4th

4 Configure Security Option

CLOSE

Te funkcje mozesz wytgczyé, naciskajac przycisk Deactivate (Dezaktywuj).



Aktywacja MWSQ

By wtaczy¢ funkcje MWSQ (Multi-weight security questions), wejdz do panelu sterowania
-> User Account = My Profile, a nastepnie wybierz drugg zaktadke — Security
(Bezpieczenstwo).

My Account
a

PROFILE

Multi-Factor Authentication (MFA)

MFA can be used to secure your account by reguiring an extra level of authentication in the form of an always changing code.

This security opticn requires an authenticator app that you can install on your phone. There are many authenticaters available in the market,
but we recomment the Google Authenticator /e and the Microsoft Authenticator 4§/

MFA is active for your account. If you wish to retrieve the secret key and/or the QR-code, click E 1o receive them in your email.

Authentication Code

DEACTIVETE

Multi-Weighted Security Questions (MWSQ)

MWS(Q can be used to secure your account by requiring an extra level of authentication in the form of personal security questions.

MWS( i= not active for your account. To activate it, you will need to answer 2 or more of the questions provided bellow.

Question

What iz the name of your first pet? A

- m

Funkcjonalnosé jest wytaczona, dopdki nie zostang wybrane 3 pytania wraz z odpowiedziami.

Z listy rozwijalnej wybierz jedno z pytan, a nastepnie wpisz odpowiedz, jak na przyktadzie
ponizej. Po wpisaniu odpowiedzi nacisnij Add (Dodaj).



What is the name of your first pet?

What is your father's first name? 1
What is your mother’s first name?

In which city were you born?

What is your favourite book?

What is your favourite movie?

What is your favourite song?

What was your first car?

Which is your favorite web browser?

What is your favourite color?

What is the name of the street where you grew up?

Answer
ADD

Multi-Weighted Security Questions (MWSQ)

MWSQ can be used to secure your account by requiring an extra level of authentication in the form of personal security questions.

MWSQ is not active for your account. To activate it, you will need to answer 3 or more of the questions provided bellow.

Question

What is the name of your first pet? v

o “

GERY|

Po dodaniu pierwszego pytania, pojawi sie mozliwo$¢ dodania kolejnego, jak na zrzucie
ekranu:

Multi-Weighted Security Questions (MWSQ)
MWSQ can be used to secure your account by requiring an extra level of authentication in the form of personal security questions.
MWSQ is not active for your account. To activate it, you will need to answer 3 or more of the questions provided bellow.

Question

What is your father's first name? v

Answer

receive them in your email.

Question 1: What is the name of your first pet?

Bellow are the questions you have already answered. If you wish to remember your answers to these questions, click “ to

Jesli zapomnisz, jakich odpowiedzi udzielites, mozesz je odzyskaé, naciskajgc pomaranczowy
przycisk. Na Twdj adres e-mail zostanie wystana wiadomos¢ z odpowiedziami.
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Answer cannot be blank.

Bellow are the questions you have already answered. If you wish to remember your answers to these questions, clipk HERE t

receive them in your email.

Question 1: What is the name of your first pet?



